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in Manel BENMIMOUN

Certificates

e |ISO/IEC 27001 Lead Auditor
e |SO/IEC 27001:2022 Transition

* |SO/IEC 27032 Lead Cybersecurity
Manager

e SWIFT Customer Security Controls
Framework V2021 V2022

e Tenable certified Sales Associate -VM

Languages

Arabic
C2

English
C1

French
(o

Professional Experience

Cybersecurity Consultant, /ntervalle Technologies

08/2021 - present | Algiers, Algeria

e Perform assessment of projects in support of information security
systems and ensuring quality control of documents.

e Conduct risk assessments and provide appropriate recommendations
regarding data privacy, critical infrastructure, network security
operations

* Planned and managed Audits using Industry best practices and
guidelines: NIST SP 300-53, PCI DSS, ISO 27001, Swift's Customer
Security Program, Algerian national repository of information security.

e Conducted security control assessment to assess adequacy of
management, operational privacy and technical security controls
implemented

* Create, update and revise information security policies and procedures

* Participate in kick-off meetings and review information security audit
plan and objectives with stake holders

* Identified control gaps in processes, procedures and systems through
in-depth research and assessment

* Assessment of security controls' effectiveness, remediation actions
and follow up on continuous monitoring activities.

* Document and finalize audit reports, Gap Analysis Reports and
Remediation Plans.

* Analyze threat and identify vulnerabilities based on Tenable Nessus
reports, identify and eliminate false positives and determine severity
of vulnerabilities.

* Participate in restitution meetings to ensure that all findings are
approved, understood and documented

* Design and implementation of supervision scenarios (use cases) for
the detection of attacks targeting the circumvention of business logic
operation of banking applications on IBM QRADAR SIEM

Traineeship, Algérie Telecom

03/2020 - 08/2020 | Algiers, Algeria

* Integration of a solution that guarantees the preservation of Algeria's
FTTX bandwidth consumption history on the Network Operation
Center (NOC) of Algérie Telecom

* Discovery of FTTX networks of Algerie Telecom and their monitoring
platform on the Network Operation Center (NOC)

Education

Master’s in Cybersecurity, University Of Science and Technology Houari
Boumediene University (USTHB)

06/2022 | Algiers, Algeria

Engineering degree in Telecommunications and Networks, University
Of Science and Technology Houari Boumediene University (USTHB)

06/2020 | Algiers, Algeria
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Skills

@ Audit methodologies (1ISO 27001, PCI DSS, CSP SWIFT),

@ Risk analysis methodologies (EBIOS, ISO 27005),

@ Business Continuity planning (1SO 22301),

@ Security Information Event Management Solutions (SIEM) (IBM
QRADAR, Fortinet FORTISIEM),

@ Vulnerability Management Solutions (Tenable Nessus, Tenable sc.),
@ File Integrity Monitoring Solutions (CIMTRAK),

@ Forensics Tools (Volatility, Redline),

® Development of Security Policies and Procedures,

@ General Data Protection Regulation (GDPR),

@ Security, Firewall management and Antivirus Tools,

@ Audit reporting,

@ Development languages (Python, C, PHP, JavaScript),

@ Database design (MySQL, Oracle)




